Disaster Recovery Planning

Purpose:  The purpose of this document is to help you plan your company’s disaster recovery strategy for local systems.  Use this document as a template to help guide you through this process.  
Scope:  The scope of this disaster recovery plan will focus on each company’s in-house computer systems, Intel servers and the backup of these systems and servers.

Definition:  A disaster, for our context, includes any number of events that results in downtime by restricting or denying you access to your systems or data.

Examples of potential disasters:

1. Weather related events, such as:  hurricanes, tornados, floods, storm/wind damage

2. Environmental events, such as:  air/water quality contamination

3. Fires

4. Hardware/software failures

5. Viruses

6. Security compromises

Some of the events listed generally provide for some warning, such as hurricanes.  Others, like hardware/software failure, can be caused by unpredictable events.  Most people cannot predict a failure in a system component, much less a breach in their network security which causes distrust in or the destruction of data.  An example is as simple as a remote user being infected by a virus at home, and then bringing the virus into the office. This chain of events can have devastating effects.  

DR Checklist

1. Discover and document all of the processes and systems at your company that are supported by your in-house Intel servers.   You can only determine the importance of each of these processes, systems and servers by ensuring you are including all of them in your evaluations.

2. Determine how long your company can “live” without each of these particular processes and systems.  If a disaster were to occur, what would need to be accessible and running within what period of time? This type of prioritizing must be done with the assistance of your company’s senior management.  

Examples of important processes/systems:

· Email 

· Solomon

· DSS (Diver, Focus Marketing, Pilot)

· Pricing 

· Internet 

3. What are you doing to ensure that all of your processes and servers are recoverable after a disaster?

Examples of measures:

· Performing backups

· Taking backups offsite (Iron Mountain)

· Storing backups in a fire-proof facility

· Keeping a spare server offsite

· Keeping a spare backup drive offsite

4. Are there any measures your company would like to implement to reduce the potential for data loss during a disaster recovery situation?

Examples of measures to reduce risk further:

· Performing full backups every night instead of just once a week

· Replacing incremental backups with differentials to reduce the points of failure created by using several tapes to restore from. 

· Having backups taken offsite multiple times per week instead of once per week to minimize the amount of data loss

· Documenting rebuild procedures for servers and systems

· Documenting disaster recovery measures currently implemented

· Performing regular tests of disaster recovery plan

Please bring along your DR plan for discussion at the next User’s Group Meeting in MD during the last week of May.
